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COIIUAJILHASI OBYCJIOBJIEHHOCTD YI'OJIOBHOM
OTBETCTBEHHOCTMU 3A IIPECTYIIVIEHUA],
CBSI3BAHHBIE C NEPCOHAJIBHBIMUA JAHHBIMU?

E.B. XoxJyioBa

OI'BOY BO «tOro-3anaanslit rocy1apCTBEHHBIN YHUBEPCUTET», T. Kypck

PaccmarpuBaercss mpobiemMa CONMHAIBHON OOYCIOBIEHHOCTH YTOJOBHO-
MIPABOBOTO 3allpeTa IOCATaTeNbCTB B OTHOIIEHHWH MNEPCOHATBHBIX JAaHHBIX
yenoBeka. OObEKTOM HCCIENOBaHUS SBISIOTCS OOIIECTBEHHBIE OTHOIICHUS,
BO3HMKAIOLIHE B CBSI3U c yCTaHOBJIEHUEM YTOJIOBHOM
OTBETCTBEHHOCTH 32 HAPYILICHUS]  HENPUKOCHOBEHHOCTH  MEPCOHATBHBIX
JAaHHBIX YCJIOBCKA, a €ro0 ILCJIbI0O — BBISABICHUC OCHOBaHHUM HX YT'OJIOBHO-
MpaBoOBOM OxpaHbl. i1 JOCTHKEHUA YKAa3aHHOM LENW MPUMEHSUIUCH
(hopMaNbHO-FOPUANYECKUAN, CHCTEMHO-CTPYKTYPHBIH METOABI FOPHUINIECKOMN
HayKd. ABTOp pa3BUBAcT U YIIIyOJsieT TEOPUIO B YACTH COI[MATILHO-TIPABOBOTO
U KPUMHHOJIOTUYECKOTO OOOCHOBAaHWSI KPUMHUHAIHM3AIUN PACCMaTPUBAEMBIX
nesHU. Jlemaercs BBIBOA 00 OOOCHOBAHHOCTH YTOJIOBHO-TIPABOBOW OXPaHBI
INEPCOHAIBHLIX NaHHBIX B CBA3U C BBICOKMMHU PUCKAMU «ACaHOMU3AIUNY IJId
(byHAaMEHTaIbHBIX TIPaB YeOBEKA.

Knwouesvie cnosa: nepconanvrvie  OAHHble — YEN0GEKA,  COYUANbHASA
00ycn061eHHOCTY, 0bwecmeennas OnacHocmo, HapyuileHue
HENPUKOCHOGEHHOCMU —~ YACMHOU  JICUSHU — Yelo6eKa,  GUPMYANU3ayus,
UHDOPMAYUOHHO-KOMMYHUKAYUOHHBIE MEXHOTOUU.

C pasButHeM HH(GOPMAIMOHHBIX TEXHOJOTMH M MX TIJI0OATbHBIM
BHEJPEHUEM 3HAYUTEJIbHO YBEJIMYMWIOCH KOJMYECTBO JJIEKTPOHHBIX 0a3,
COJIep/KalluX IE€PCOHAIbHBIE JAHHBIE O 4YEJIOBEKE, JOCTYNl K KOTOPBIM
MHOTOKPAaTHO YBEIMYMJI PUCK BTOPXKEHHS B UYXKYIO0 YAaCTHYIO JKHU3Hb. Tak, B
OTYETe IKCIEePTHO-aHATUTHYECKOTO eHTpa komnanuu InfoWatch rosopurest,
yto B | monoBune 2022 r. KOJIWYECTBO YTEUEK MEPCOHAIBLHON HMHPOpMAIIH
orpannueHHoOro jaoctymna B Poccun cocraBumno 305, uro Ha 45,9 % Oomnblie,
yemM 3a TOT ke nepuon 2021 r. OObeM «yrekueid» HHPOpPMAIUHU C
NIEPCOHAJILHBIMU JaHHBIMU B Halllel cTpaHe cocTaBui 187,6 MilH 3anucei, 4To
MPEBBINIAECT YUCICHHOCTh BCETO POCCUUCKOTO HaceneHus [3].

Jns TOHMMaHHs TJ00aJbHOCTH MPOOJIEeMbl HE3aKOHHOTO 000poTa
MEPCOHAIBHBIX JIAHHBIX YEJIOBEKa KaK OJIHOTO M3 BHUJOB TallHbI IpUBEIEM
CTaTHUCTUKY COCTOSIHMSI 3aIMIIEHHOCTH HEMPUKOCHOBEHHOCTH YacTHOMU
KU3HU. B 3TuX pemsx ykaxkeMm B CKOOKax KOJMYECTBO IOJIb30BaTeEseH

! PaboTa nmoAroToBieHa 1o HaydHBIM PYKOBOJCTBOM K.I0.H., fouenTa M.H. Ypaa B pamkax
BBITIOJTHEHMsI TocyaapcTBeHHoro 3amaHust Ha 2022 1. «TpaHcdopmarusi 4acTHOTO U
MyOJIMYHOTO TpaBa B YCIIOBHUSX 3BOJIOIMOHUPYIONIMX o0IecTBa u rocynapcreay (Ne 0851-
2020-0033).
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Pa3IMYHbIX TPUIIOKEHUH, MJIEHMapKeTOB U MPOYUX CEPBHUCOB, Yb€ IIPABO Ha
AHOHUMM3AIMIO YaCTHOW >KM3HM Obulo HapymeHo. Cpeau JOMyCTHUBIIHMX
rnomnajaHue KJIMEHTCKON 0a3bl B OTKPBIThIE MCTOYHUKH: COepOaHk (65 MiIH
poccusin), «Iloura Poccumn» (10 MiIH TaHHBIX OTIIpaBUTENIEH U NOJy4daTesIe),
«BeimnenKom»  («bwmaith») (2 muH  aboneHntoB); Cayx0a OCTaBKH
«Jkcnpecc-Kyprep» (25 MiH mosib3oBaTeneil) u np. B OTKpeITHI gocTym
nonanu ®UNO, nata poxaenus, rpaxaanctso, Homepa CHUJIC, UHH, anpeca
MecTa JKUTENbCTBa, TeiedoHsl, (HOTO, Cepur W HOMEpa MaclopTa, CyMMBI
J10X0/1a, AIEKTPOHHAsI TOYTa, TAPOJIM OT AKKAyHTOB, TaHHbIE KPETUTHBIX KapT,
0aHKOBCKME Cue€Ta, aBUa— U IKEJIE3HOJOPOXKHBIC IEPENeThl, CBEACHHUS O
HEJBMXMUMOCTH, O WICHaX CeMbH U Jp. becnpenenenTHOe KOJINYEeCTBO KEPTB
[I03BOJISIET TOBOPUTH O TUIIEPTAPreTUPOBAHHOCTU 3TOTO BUAA MPECTYIHOCTH,
T. €. HAIEJICHHOCTH Ha 3HAYUTEIbHOE YHUCIIO TMOTEPIEBIINX. AKTUBHOCTD
3JIOYMBINIJICHHUKOB B OTHOIICHWHW MMEHHO JTHX JAHHBIX OOBICHICTCS HUX
KOMMepIHanu3alued U JIMKBUAHOCTBIO HAa «UYEPHOM DPBIHKE», IMOCKOJBKY
CYLIECTBYET CIIpOoCc Ha 0a3bl JaHHBIX O POCCUMCKUX TpaxaaHax. OueBHUIHO,
YTO KOJMYECTBO CIYYUBIIMXCS TOJBKO B TOCJTEIHHUE TOAbI MHIUICHTOB C
MacCOBOM yTEYKOH B OTKPBITHIN JTOCTYII MIEPCOHANBHBIX JTaHHBIX MHJUIMOHOB
rpaXJaH TMOATBEP)KIACT COLMAIbHYIO OOYCIIOBICHHOCTh  YTOJIOBHOM
OTBETCTBEHHOCTH 3a TOCSTATEeILCTBA B OTHOIICHUH NEPCOHAIBHBIX JaHHBIX
yenoBeka. OHa omnpeaensiercs, Npexae Bcero, 00beKTUBHON MOTPEOHOCTHIO B
3alllMTE IIpaBa YEJOBEKAa KaK CYObEKTa IIEepCOHAJIbHBIX JIaHHBIX Ha
HEMPUKOCHOBEHHOCTh YaCTHOW >KU3HH, KOTOPOE rapaHtupyercs ct. 23 u 24
Konctutynun PO, a takxe ero nH(GOpMaiOHHBIMU [IpaBaMH, B TOM UHUCIE
IIPaBOM Ha CBOOOy HH(POPMALIHH.

[Tpu coxpaHeHMH AUCKYycCHU 00 OCHOBAHMSIX YroJIOBHOTO 3arpeTa (Win
YrOJIOBHOM OTBETCTBEHHOCTH) YUYEHBIMH HE OIpPOBEpraercs Te3uc o0
OTHECEHUH 3aKOHOIATeNIEM TOTO HIIM MHOTO JISSTHUS K KATETOPUH MPECTYITHBIX
Ha OCHOBE OILIEHKH OOIIECTBEHHOW OMacHOCTH, pacKpbIBaroOIed ero
colyaabHy0 npupoy. Hopma yronoBHOro 3aKkoHa 10JIKHA [TPeycMaTpuBaTh
T€ W TOJNBKO T€ JESHUS, KOTOPbIE NEHCTBUTENHLHO OMACHBI JUIsl O0IIECTBa U C
KOTOPBIMH BECTU OOPHOY MOXKHO TOJBKO YrOJIOBHO-IIPABOBBIMHU CpPEACTBAMH
[9, c. 6].B Teopuu yromoBHOro mpaBa [IOKa3aHO, YTO OOIECTBEHHAs
OIIACHOCTb MPECTYIUIEHU 00J1a/1aeT MPU3HAKOM NPUYUHEHHS O01IECTBEHHBIM
OTHOLICHUSIM  HEW30€KHOTO MM  MaKCHUMaJbHO BEpOSTHOIO  Bpena
MpaBOOXpaHseMbIM OjaraMm, a B ClIy4ae C MEepPCOHaJIbHBIMU JaHHBIMU €lIe U
MHO>KECTBEHHOT 0.

Bricokast creneHp 00IIeCTBEHHOW OMACHOCTH MPOTHBOIPABHBIX TESTHUH
C 9YYXUMH TEpPCOHATbHBIMU  JIAHHBIMHU, BO-TIEPBBIX, OOYCIOBJICHA
MOCIIEAYIOIUM UX MCIOIb30BAaHUEM JIJIsi COBEPUICHHS HOBBIX MPECTYIIICHUH,
a TIOTOMY NIPHUYUHSEMBIM OT HE3aKOHHOTO JOCTyla M PacHpOCTpaHEHUs
TUYHOM  wHpOpMalMu  Bped  HE  MOXET ObITh  MHUHHUMH3HUPOBAH
aIMUHUCTPATUBHOM OTBETCTBEHHOCTHIO. [lo maHHBIM Hamiero ompoca,
MPE/ICTABUTENIM TPABOOXPAHUTEILHBIX OpPTaHOB BBIIEIHIN JBE CaMble
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0oJbIIME TPYNIbI MPECTYIJICHUH C MEePCOHATbHBIMU JAHHBIMU YEJIOBEKa —
npotuB cobctBeHHOCTH (59,4%) M IPOTUB KOHCTUTYITMOHHBIX MPaB U CBOOO
yenoBeka U rpaxaanunHa (31,8%). Kak mokaspiBaeT cieacTBEeHHO-CyaeOHas
[IPAKTHKA, MOCJIE IMOKYIKHM Ha HEJErajbHbIX cepBHcax B ceTH VHTepHer,
3aHUMAIOIIUXCSl  MPOTHUBOMPABHBIM  O0OPOTOM  JMYHOM  HH(OpMAIHH,
KOH(HICHIINATBHBIC CBEJCHHUS O YEIIOBEKE (IOXOIBI, COCTOSIHHE 3/I0POBbS,
OnoMeTpusi, T€HETUKa, COOCTBEHHOCTH) HCIIOJIB3YIOTCA JJIi COBEPIICHUS
[IPAaBOHAPYUIEHUH, B TOM YUCJIE IPECTYILICHUH.

Bpen mpuoOperaer 3aech HMHBIE  KaueCTBEHHO-KOJIWYECTBEHHBIE
XapaKTEpUCTUKU, 4YTO NPUIAECT JESHUSAM, CBA3AHHBIM C IE€PCOHAIBHBIMHU
JAaHHBIMH, CBOMCTBO OOIIECTBEHHOW OMACHOCTH, OTJIMYAIOLIEE €ro oT
aJMHHHMCTPATUBHO-IIPABOBbIX HapylleHuid. OH MNposIBISIETCS HE TOJBKO B
caMoOl «JI€aHOMH3allMK», HO M B YBEJIMUYEHUU PHUCKA HACTYILIEHUS 0COOOMU
TSKECTH TOCJIEACTBUM U1l MJAEHTU(UUUpPOBaHHOrO juna. B wux uwucie
JTUCKpEIUTAIUS TOTEPIEBIIETo (OMOPOYEHUE YeCTH U JOCTOMHCTBA, JAEIOBOM
penyraiun), BBIMOIaTeIbCTBO JEHEKHBIX CPEJICTB, @ TAKKE MOILIEHHUYECKUE
CXEMBI C CIOJIb30BAaHUEM JIMUHBIX IAHHBIX O HEM — MOJy4eHHEe MUKPO3aiiMOB
10 CKaH-KOIMSM 4Y>KHUX AaclOpPTOB, TPAH3AKIMU MO «JIET€HI0M» XUILEHUS C
0aHKOBOTO cueTa JCHEeT 3JI0yMbIIIEHHUKaMU, 0(OPMIICHHE KPEIUTOB, B T.4.
C UCIOJIb30BAaHUEM METOJO0B COLMAIBHOM MHkeHepuu. Tonbko B I kBaprane
2022 r. bank Poccum 3adukcupoBan 258097 omepamuii 6e3 cormacus
KJIMEHTOB, 00beM KOTOPBIX cocTaBuil 3 MutH 294 Thic. py0. JloJs conmanbHOM
WHXXCHEPUHU, T.€. ICUXOJOTHUYECKOr0 MAaHUNYIUPOBAaHUSA IIOJbMHU, Kak
IIPaBWJIO, C HCIOJIb30BAaHUEM NEPCOHAIBHBIX JaHHBIX JUJISl COBEPIICHHUS
ONpEeNeNIeHHBIX ~ ACHCTBUM  WMIM  pasmiiamieHus  KOH(UASHIHATbHON
uHpopmarmu, coctapmia 52,5 % [10].

O Jpyrux THUIMYHBIX CIOCOOAaX MCMONb30BaHUS pacIM(PpPOBAHHOM
JUYHON MHQOPMAIMK CBUIETENbCTBYET 000OIIEHHE CIIeICTBEHHO-CYAe0HO0M
IIPAKTUKU IO JI€aM, CBA3aHHBIM C IEPCOHAIBHBIMHU JIaHHBIMHM YEJIOBEKa.
Cpeau HUX M3rOTOBJIEHHE MOJJENBHBIX MACIOPTOB HA UyK0€ UMs («Kpaka
JUYHOCTH»); CO3JaHHe «(PUPM-OJHOAHEBOK» JJsi BHeceHuss B Enuubli
rOCy/IapCTBEHHBIN PEECTp IOPUINUECKUX JIUI CBEICHUN O MOJCTaBHOM JIMIIE
[16, c. 333]; co3naHue 31EKTPOHHBIX LU(POBBIX MOAMUCEH U COBEpILIEHHE
IOPUAMYECKH 3HAYUMBIX JEUCTBUU (Hampumep, Mpojaxa KBapTHUPBI); UHBIE
HOCATaTeNbCTBA MPOTHB COOCTBEHHOCTH (TIOKYNKH B WHTEpHET-Mara3uHax,
Kpakl ¢ 0aHKOBCKHX CUETOB U Jp.). Kak yTBepkaatoT KpUMHUHOJIOTH, JINYHbIE
JTaHHBIE )KEPTBBI CO3/1AaI0T AaHOHUMHOCTb JIJISl IPECTYITHUKOB U TEPPOPUCTOB U
MPEJICTaBIISIIOT YIpo3y Kak JUlsl HallMOHAJIbHOM 0€30MacHOCTH, TaKk M JUId
yacTHBIX JiuI |8, ¢. 437].

Bo-BTOpBIX, CONMaNbHBIN HHTEPEC B YCTAHOBIEHUH YTOJIOBHO-TIPABOBOTO
3arnpeTa Ha IPOTUBOINPABHBIM JOCTYI K NEPCOHAIBHBIM JTAHHBIM YEJIOBEKA U
UX HE3aKOHHBIH OOOpOT JETePMUHUPOBAH HE TOJBKO MAacCOBOCTHIO U
JATEHTHOCTBIO IPECTYIIEHUH, a X OpPraHU30BaHHBIM U MPO(ecCHOHATbHBIM
XapaKkTepoM, TPaHCTPAaHWYHBIMM CBSI3IMHM OPraHU30BaHHBIX TIpyNN H
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HCIIOJIb30BaHUEM MHOCTPaHHOIO CerMeHTa CeTH WuTepuer.
[IpaBooxpaHuTEIbHBIE OpraHbl  BBIABISIIOT MHOTOYMCICHHBIE — Clydau
pa3MenieHusi 0a3 C MEPCOHAJIbHBIMU JAHHBIMH POCCHUMCKHX TpaxkJaH Ha
TEPPUTOPUU MHOCTPAHHBIX rocyaapcTB. [Ipumepom sBiiseTcs kKubepaTaka Ha
BHyTpeHHUE pecypcbl PXK/ sxurens r. KpacHogapa, cnennanucra B IT-chepe.
Wcnone3yss myis  aBTOpHM3AIMl HE3aKOHHO JOOBITHIC YYETHBIC 3alvCH
pabotarkoB OAO «PXJI» u 96 ynukanbnbix [P-aapecoB, oH ckomupoBal
HECKOJIBKO COTEH ThIcsid (hoTorpaduii u apyrue nepcoHanbHbie qaHHbie 700
TBIC. PYKOBOJICTBA U COTPYIHHUKOB, BKJIFOUast UMEHA, 1aThl POXKACHHUS, ajipeca,
nomepa CHWJIC, npomxuoctH, Qotorpaduu u Homepa TeledOHOB.
BrniocnenctBuu oH omy0GJMKOBaN 3Ty MHPOPMAIMIO Ha XOCTUHTE MHTEPHET-
pecypca, pacnonoxeaHoro B ®PI" [5].

B-TpeTpux, [nesHUs, CBS3aHHBIE C HE3aKOHHBIM HapyIICHUEM
COXpPAaHHOCTH TIEPCOHAIbHBIX JAHHBIX YEJIOBEKa, CO3JAI0T  yIpo3y
MpUYMHEHHS ylepda M TOCyIapCTBEHHOW O€30MacHOCTH B TOM Ciydyae,
KOTJla peub HJET O JIMIaX, ee obecrneunBaromux. KpuMuHanibHas mpakTHKa
MOCJIETHUX JIET MOATBEpkAaeT (akThl HE3aKOHHOTO cOOpa MepCOHANTbHBIX
JAHHBIX COTPYAHUKOB MPABOOXPAHUTEIBHBIX OPTAHOB U BOCHHOCIYKAIIHNX,
YTO CO3JAeT Yrpo3y HE TOJBKO HMX KH3HHU, 3[J0POBbIO, a TaKXKe JIMYHOMI
0e30macHOCTH WX POAHBIX W Omm3kux. Tak, B 2022 1. Mo coOOmEeHUsIM
entpa o6mectBenHbix cBsizeit DPChb PD, cnencnyxba mnpecekia
NEeATENIbHOCTh TPYNIbl W3 YETHIPEX COTPYAHUKOB YAaCTHOTO CHICKA U
HaJIOTOBBIX OPraHoB, ocymiecTBIsIBIINX ¢ 2019 r. B uHTEpecax TpeThUX JIUIL,
B TOM YHCJE€ WHOCTPAaHHBIX TpaX/JaH, HE3aKOHHBII cOOp MepCOHANBLHOMN
uHpopmanuu, MO3BOJNSAONMEH HISHTUPUIMPOBATH TPUILATH UETOBEK.
NmMeHHO HANOTOBUKH, UMesl JOCTYI K 0a3e JaHHBIX «IPEJOCTaBIIsIIA Yepe3
MocpeIHruKa HH(OPMAITIIO 00 UCTOUYHUKAX 10X0/1a PU3NYECKUX JTHUI], CUeTaX,
OTKPBITBIX B KPEAUTHBIX OpTaHU3AIMAX, aJpecax perucTpanud u
MMYIIECTBE, a TaKXKe JIPyrHe CBEACHUS, COCTaBIIAIONINE OXPAHIEMYIO
3aKOHOM TaitHy» [16].

B-ueTBepThIX, e€mie OAHUM OCHOBAHMEM JUISI KPUMHUHAIU3ALUU
HECAaHKIIMOHUPOBAHHOTO JOCTYyMa K TMEPCOHAIBHBIM JaHHBIM YEJIOBEKa,
XpaHSAIMIMMCST Ha  CHEIHUalbHBIX  pecypcax  OmepaTopoB,  SBIISETCS
MaTepUaIbHBIN yIIepO, KOTOPBIM MOXKET OBITh IPUYUHEH OT MX MOXHUIICHUSI.
U peds uaet He TOIBKO 00 UCIIOIb30BAaHUN KOH(PHUACHIINATHLHOW HHPOPMAITHH
MEPCOHAILHOTO XapakTepa JI COBEPIIEHUS HOBBIX MPECTYIUICHHH, HO O
(MHAHCOBBIX 3aTpaTaxX, KOTOPHIE BOSHUKAIOT MPU YCTPAHEHHUH IMOCIEICTBUN
ee obOHapomoBanua. O6 »stoM Ha IlerepOyprckoM MexayHApPOIHOM
sKOHOMHYECKOM (Gopyme B 2022 T. 3asiBUII, B YACTHOCTH, 3aMIIPE]] IPABICHUS
CoepbOanka CranucnaB Kysuernos. B pesynprate kommpomeraruu 13 miaH
O0ankoBckux KapT COepOaHK ObLT BEIHYKICH OCYIIIECTBUTH MEPEBBIMYCK 1 MITH
KapT CBOMX KIJIMEHTOB, yIIepO OT KOTOPOTO cOocTaBUi HE MeHee 4,5 mupa
pyonei. Ipyrue 12 MuH KapT MpUHAJICKAT BIIAJEIbIIaM UHBIX KPEIUTHBIX
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OpraHu3alyii, YTO TOJIBKO HMOATBEPXKIACT TSKECTh IMOCIENCTBUNA «OO0JIBLION
yTEUKu» JIJIsl Bcen oTpaciu [ 14].

B-naThIX, B KauecTBe OJHOIO U3 COLUAIBHBIX 0OOCHOBAaHHUM yroJOBHOM
OTBETCTBEHHOCTH 3a IPECTYIUIEHUS C NEPCOHAIBbHBIMHU JIaHHBIMU YEJIOBEKa
ABIISICTCA  ©XKErofHas IIOJOXKHUTEIbHAs JMHAMHKA WX COBEpIIECHUS C
UCTIOJIb30BaHUEM MH(DOPMAITMOHHBIX TEXHOJOTHIA (IIPEXk/Ie BCErO, XaKepCKue
aTaky Ha MH(QOPMAIMOHHBIE PECYPChl MOCPEICTBOM BHPYCHBIX MPOrpaMMm).
HMIMeHHO 53TOT CmOCOO MHOTOKPATHO TOBBIIIAET CTEMEHb OOLIECTBEHHOU
OIaCHOCTH AESHUH, IIPU COBEPILIEHUH KOTOPBIX JJIs1 HEIIPAaBOMEPHOI'O JOCTYIIA
K COOTBETCTBYIOIINUM OOBEKTaM UCHOJIB3YIOTCSI KOMITBIOTEPHBIE CUCTEMBI WIIH
CeTH.

B-m1ecThix, HETaTUBHBIM CJIEICTBHEM Tepexoja olmiecTBa B HUPPOBYIO
30Xy SIBWJIACh Bce OoJblIas «MUIpALUsy MPECTYIUIEHUH, CBSA3aHHBIX C
NEPCOHAIBHBIMU  JAaHHBIMM, B KuOeprpocrpanctso [13, c. 73]. Oro
CHOCOOCTBOBAJIO MAacCOBOMY pACHpPOCTPAaHEHHIO B TEHEBOM CEIMEHTE
WHaTepHeTa aHOHUMHOM WH(GOpPMAIMX O JIMYHOCTH MOJIb30BaTENIeH KaK CBOETO
pona «roBapa», KUOep-CTAIKHHIY, KOTJa NEepCOHAlbHbIE JaHHbIE XEPTBBI
OBUIO TIOJYYEHBI C TIOMOIIBIO KPAKH OHJIAHH-TUYHOCTH (B COLICETSIX, HA BEO-
caiiTax u 4yepe3 MOUCKOBBIE CUCTEMBI), KUOEpOYIUTHHTY, AuddhaMauu 1 JIp.

Ha nmpouecc kpuMmMuHaiIM3alMM  [OCATATEIbCTB B OTHOLUCHUH
UH(OPMALUU OIPAaHMUYEHHOT'0O I0CTYIA CYIIECTBEHHOE BIUSHUE OKA3bIBAIOT U
COLIMAJIbHO-TICUXOJIOTUYECKME OCHOBAaHUSA, B TOM 4HCIE OOIIECTBEHHAs
MICUXOJIOTHS U IIpaBoco3HaHue [7, ¢. 67]. O ToM, 4TO pOCCUSIHE YCMATPUBAIOT
0CO0YI0 OIAaCHOCTh B MOJYYEHHH M HCIOJIb30BAaHUU CBOMX IE€PCOHAIBHBIX
JAHHBIX TPETbUMHU JIMLIAMH, UX Iepejadye OT OJHUX KOMIAHWH K JPYTrUM B
KOMMEPYECKHUX U UHBIX IeJIIX, TOATBEPKIAAIOT pe3yabTarhl onpoca BIIUOM:
58% pECHOHAEHTOB CUMTAIOT, YTO JOCTYIl TPEThUX JIUI K UX JAHHBIM MOKET
MIPEACTABIISITH I HUX JIMYHYIO yrpo3y [11].

Cpenu npaBOBBIX OCHOBaHUN KPUMHHAIW3ALMM IESHUM, MOCATAIOMINX
Ha 0€30MacHOCTh NEPCOHAJIBHBIX JAaHHBIX 4YEJIOBEKa, 0co0oe 3HaueHHe
IpPUOOPETAIOT MOJIOKEHUS MEXTYHAPOIHBIX aKTOB. MUPOBBIM COOOIIECTBOM
dyHIaMEeHTalbHOE TMpPaBO Ha HENPUKOCHOBEHHOCTh 4YacTHOW JKHU3HH,
BKJIFOYAsl IPaBO HA 3aLIUTy NEPCOHAIBHBIX JAHHBIX YEJIOBEKA, NPU3HACTCS
0co00 OXpaHseMOHN KaTeropueil, o ueM MpoBoO3IIallaeTcd B IpeamOyse
KouBenuuu Cosera EBpombsl «0O 3amure JHYHOCTH B CBSI3U  C
aBTOMAaTU3HPOBAaHHON 00paboTKON mNepcoHaNbHBIX AaHHBIX» (KoHBeHIMs
108) [1]. F'ocynapcTBa, ee moanucaBIIne, TOATBEPKIAIOT PUBEPIKEHHOCTD
cB000JIe nH(pOpMAIK, HEB3UPAst HA TPAHUIIb], U IPU3HAIOT HEOOXOIUMOCTh
YBa)XEHUS HENPUKOCHOBEHHOCTH YaCTHOW XH3HH M CBOOOJHOro oOMeHa
uHpopmarnmert  mexay  Hapomamu. Kak  yuactHuma — KonBeHuum
¢ 2001 r. Poccuiickas denepauus, patupunuponaniias ee PegepanbHbIM
3akoHOM OT 19.12.2005 Ne 160-®3, Bo310XMIa Ha ce0s1 MEXKIyHApPOIHO-
paBoOBble 00s3aTENbCTBA [0 MPUHATUIO HAAJIEKAMMX CAHKUUN 110
3alUTe JUYHBIX JaHHBIX B HALIMOHAILHOM IIpaBe.
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TpaguLMOHHO B HayyHBIX MCCJIEIOBAHUAX B KauyecTBE JPYroro Mus3
COLMAJIbHO-KPUMHHOJIOTUYECKUX OCHOBAaHMK OOLIECTBEHHOW OMAaCHOCTH
IIPUBOAUTCS MOKA3aTeNb PACIPOCTPAaHEHHOCTH (MAaCCOBOCTH) TOTO UM HHOTO
[IOCSIraTeNbCTBA, OJHAKO MOJ0OHBIN aHaIU3 UCKIIIOYEH BBUIY OOBEKTHBHBIX
npuuuH. B rocymapcTBeHHOM cucTeme ydera IpeCcTyIUIeHHH JesHus,
MPEIMETOM KOTOPBIX SIBIISIIOTCS TIEPCOHANIbHBIC JaHHBIC YeJIOBEKa JIMO0 OHU
UCHOJb3YIOTCS I COBEPIICHUS APYTrUX MPECTyIJICHUH, HE BBIICIAIOTCS
cnenuanbHo [6, c. 11]. KocBeHHO CyauTh O COCTOSIHUM C 3alllUTOMN
NEePCOHAJIbHBIX JAHHBIX Y€JIOBEKA IO3BOJISIET IPUBEICHHAS BBILIE CTATUCTHKA,
MIOATBEPXKAIONIAs HE TOJIBKO OCOOYI0 TSKECTh IOCIEICTBUH B BUAC
NPUYMHEHUS Bpeaa ()KU3HHU, YECTU M JOCTOUHCTBY, MaTEpUAJILHOTO ylepoa u
Ip.), HO U €70 MHO>KECTBEHHOCTb C OTPOMHBIM UHCJIOM NOTEPIEBIIMX.

[Tpu paccmoTpeHnu npoOaeMbl COLMAIbHON 00YCIOBICHHOCTH J1I000r0
YrOJIOBHO-TIPABOBOTO 3aIlpeTa YYCHBIMU-IOPHCTAMH 00CY)XKJIAeTcs BOIPOC O
TOM, JIOCTUTAET JIM JIeTHUE TON CTENEHU BPEIOHOCHOCTH, IIPH KOTOPOH MOKHO
TOBOPUTH O COBEPIICHINH UMEHHO MPECTYIUICHHUS, BO3MOKHO Jin 3 (heKTnBHOE
POTUBOJCHCTBUE NESHUIO 0€3 MPUMEHEHHsI yroJOBHO-NPAaBOBBIX CPEACTB
UHBIMH, OoJsiee MATKUMU MepaMu. O TOM, YTO TOJIBKO aJMUHUCTPATUBHO- U
IpaXJaHCKO-TIPAaBOBBIMM ~ MepaMH  O0ECNe4YuTh 3allUTy TIpaxJaH oOT
HE3aKOHHOTO JIOCTyNa W 000pOTa MX MEPCOHAIBHBIX TAaHHBIX HEBO3MOXKHO,
NoATBEpXk1aeT Hed((HEKTUBHOCTh AAMMHUCTPATUBHBIX CPEICTB OOpHOBI ¢
[paBOHapylmeHUsIMM B 3ToM  cepe. Hmerommecs B apceHanie
aJIMUHUCTPATUBHOTO 3aKOHOJAATENIbCTBA COCTaBbl IPABOHAPYLIEHUH He
00J1a/1at0T 10CTAaTOYHBIM MPEBEHTUBHBIM OTEHIIUAJIOM ISl TPEIYTPEXKICHUS
MPOTUBOIPABHBIX JESIHUM, CBSI3aHHBIX C EPCOHATBHBIMH JIaHHBIMH, XOTs OBl
[IOTOMY, YTO MPUMEHSEMBbIE pa3Mephl ITPadoB HE CIIOCOOHBI 0OECTIEUUTh UX
Haanexayto oxpany. ITo 4. 6 ct. 13.11 KoAIl P® B ciyuae HeoOecnieueHus
COXPAHHOCTH MEPCOHAIbHBIX JAaHHBIX, €CIM 3TO TOBJEKIO B TOM YHCIE
pacripocTpaHeHHe JUOO0 HMHbIE HENpaBOMEpHbIE JEHCTBHS B OTHOLICHUU
MEPCOHANBHBIX JaHHBIX, MEPBBIA MITpad A IOPUIANYECKUX JIUI] COCTABIISET
OT MATUIECSITHU THICSAY J0 cTa ThICsY pyoOseil. Tak, mrpad, KOTOpbIH Ha3HAYMIT
cyn o ct. 13.11 KoAIl P® xomnanuu «I'emorect» 3a yreuky 30 MIIH JTUYHBIX
JAHHBIX KJIMEHTOB, cOCTaBmII Beero 60 Thic. pyo. [4].

Takum oOpa3oM, MacmITaOHOCTh MPOOJEMBI  3alIUTHl  JINYHOU
uHpopmanuu B Poccum co Bceil OYEBHIIHOCTBIO CBUJETEIBCTBYET O
HEOOXOJIMMOCTH U ONPAaBJIAaHHOCTH YCTAHOBJIEHHUS YTOJOBHO-IPABOBOTO
3ampeTa B OTHOLIEHMM JESHHMM, COBEpIIAEMBIX C HCIOJIb30BAaHHEM
MEPCOHANBHBIX JIaHHBIX YeJIOBEKa UM NMPOTUB HUX. OOYCIOBIEHHOCTH 3TOTO
3ampera ompenensercss OOIIEeCTBEHHONM OMacHOCTBIO 3THX MPECTYIICHHH,
BBIPQKCHHOW B OOIIECTBEHHOW IICHHOCTH HApYyIIaeMBIX MpaB U CBOOOJ
YeJoBeKa (HETPUKOCHOBEHHOCTh YaCTHOM JKU3HH, U3Hb, COOCTBEHHOCTb,
4eCTb, JIOCTOMHCTBO), PacpoCTpPaHEHHOCTHIO, r7100anbHOM
KOMITbIOTEPU3UPOBAHHOCTHIO, BUPTYalIHU3allel, JAaTEHTHOCTBIO U COLIMAIbHO
BPEIHBIMU MOCIIEICTBUSMHU.
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E.V. Khokhlova
Southwest State University, Kursk

The problem of social conditionality of the criminal law prohibition of
encroachments against personal data of a person is being considered. The object
of the study is social relations arising in connection with the establishment of
criminal liability for violations of the inviolability of personal data of a person,
and its purpose is to identify the grounds for their criminal protection. For this
purpose, formal-legal, system-structural methods of legal science were used.
The author develops and deepens the theory in terms of socio-legal and
criminological justification for the criminalization of the crimes in question. It
is concluded that the criminal law protection of personal data is justified in
connection with the high risks of «deanomization» for fundamental human
rights.
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